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Requirements Design Implementation Test and
and Specs Sl Verification
@
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Text-based Physical prototypes Manual coding Traditional testing
- ambiguous - aren’t always - introduces human error - defined by
- difficult to track available - takes more time (ambiguous) specs
- prevents rapid - are typically - doesn’t promote - doesn’t benefit
iteration expensive reusability from the design
- don’t test the - doesn’t leverage the know-how
complete range of system-level design of - errors detected late
scenarios the software and in the process
hardware
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Where Errors Are Introduced... and Detected

“...each delay in the
detection and "
correction of a

design error makes
it an order of 30%
magnitude more 20%
expensive to fix...”

40%

0%
Clive Maxfield and Kuhoo Goyal . Introduced
“EDA: Where Electronics Begins” Design

TechBites Interactive, October 1, 2001 Implement Test
ISBN: 0971406308]

Spec
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Challenge:

Early Verification Saves Time and Cost

Defect
Type

Relative Cost to Fix Defe
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Phase Found

er Phase Found

-50
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-40
-35

-30
 ,sRelative Cost

50 to Fix

15
-10
5
=40
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Source: Return on Investment
for Independent Verification &

Validation, NASA, 2004.

Test B Code O Design O Requirements
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Advantages of Model-Based Design

Requirements
and Specs

Executable models
-intuitive
-unambiguous
-complete

-always in sync
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Design Implementation Test and
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| Model elaboration

Continuous verification

Simulation

-defers or eliminates need
for physical prototypes

-explore broad range of
scenarios

Automatic code generation
-eliminates coding errors
-saves time

-promotes design reuse

Test coupled with Design

-more comprehensive

-leverages model
information

-detects errors earlier
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MBD savings come from

Percent of total savings by
development phase

60%
50% —
40% —
30%
20% —
10%

0%

Figure 5. Savings in the requirements and testing phases accounted for most of the total savings.
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Aerospace and Defense
Automotive industry
Industry Automation and Machining

Other safety critical applications, ex. Railway,
Medical, Power System and Nuclear...

Copyright © 2007 by TeraSoft, Inc. MATLAB&SIMULINK



AleraSoft stz

Agenda

= BRS R AR

Copyright © 2007 by TeraSoft, Inc. MATLAB&SIMULINK



AleraSoft stz

EA E.E WAA 7 Iﬂu I:Iit

- AR A T
ORIE A D 48
(CRIFV B 08
A2 TUAARE

\

EI

NN
b tl/

SIH

71

\

48

CI'IT

Copyright © 2007 by TeraSoft, Inc. MATLAB&SIMULINK



AleraSoft stz

R
- BINFRAERE - BUTHE

« J30A 1 B BF - KFa
- B2 BooAlEl - BRI - 240RE - BrUCRIE
« BIVIRER : FFRRAIE ~ BIRRAIG

Copyright © 2007 by TeraSoft, Inc. MATLAB&SIMULINK



AleraSoft stz

RN A 7 #R

= WORIEN VAR B D B = %8
WEL
- MR ABERETREN LETAHE - SBNEES FA
R SR

. B
— HE&InputéOutput - FZ2PEMMITIEERTEZRRVAE A
. IRAE

- AR AR Z R

Copyright © 2007 by TeraSoft, Inc. MATLAB&SIMULINK




AleraSoft stz

ficRIEN B 1E 77 %R

 BIEAZAHEHTR
« DA
o %Z/\,ﬂl nft
o ZAmAIE
o« BRUAIE

Copyright © 2007 by TeraSoft, Inc. MATLAB&SIMULINK



AleraSoft stz

- aehomal 6 o1t as frajudn

" ida"hemel rS_c="

/,EU nit*.l/z AT

TR

B AR

~

2N

LU

Copyright © 2007 by TeraSoft, Inc.

I

IR

o glid

A

B LA

%

U

MATLAB&SIMULINK



AleraSoft si za i

\AY

« Emz58(Verification)

« TEFAREEIIEAPTE R LRIWIIEES EERHEE
I8 - MEPTHITRIIIEE & 5Tk

« Are we bwldmg the product right?
« BopAlE ~ BBERAE - 40005

» BwEd(Validation)

- ERPTRERNIEEEG NS /ERZREX - B
/?1%%%/L.\ﬁ¢/§tlﬁlj =§'

 Are we build the right product?
o« BRI
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« Top-down
- Bottom-up
 Functional
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=1 (Unit test)
1 (White box test)
- ZEFEAIE (Black box test)
(
(
(

%ﬁxﬂ'
» BFEH

« IheeRlE (Function test)
= Z#0RIEH (System test)

- IFEHIFL(Gray box test)
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ERUARIEE (Acceptance test)
Alphahf Rz (Alpha version test)
Betahl Rz (Beta version test)

» SEaHlER (Platform test)

« [of&RIE (Response test)

« B JHIE (Stress test)

- B#EAIE (Auto Test)

- [ol7& 8z (Recovery Test)
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2 amE (Desk Check)
El{_ @& (Peer Review)
E#(Walkthroughs)

12 ICHERIEE(Code reading)
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« MIL/SIL/PILAIER in « SLDV Formal
MBD Verification Test on

« Code Coverage Simulink model
Measurement « Polyspace Code

« Equivalence Test Verification on C/C++

« MISRA C coding rule
check

Copyright © 2007 by TeraSoft, Inc. MATLAB&SIMULINK



AleraSoft stz

Agenda

= Polyspace and Demo
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Standards and Regulations

= PolySpace products help you to work with these
standards:
- MISRA-C
- DO178-B
. |EC 61508
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Where are the errors in this code?

= There are none.

= Proven
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int where are the errors(int input) —_—

{
int =x,v,k,1;

E = input / 100;
=2
=k S .
while (= < 10]
{
ity
¥=r 3
!

if ({37 + 100) > 43)

——

Ving
®o=x S (- F
3

return i;

} =l
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Why prove the absence
of run-time errors?

» Exhaustive testing is out of reach,
allowing errors to remain in the code.

« Consequences
 Latent faults in released code
« (Crash during tests or during operations

= 30-40% of errors found in software are
run-time errors.

Ariane 501
European launcher.
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Industrles Using PonSpace Products

= Aerospace and defense

ﬂm&ermedmal
= Automotive ;-'@LG """""""""
= Industrial automation and Scheider
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Old pain:
How to avoid releasing software errors?

Specification Timing
non compliancy errors
Simulation, Unit tests, Run-time
. Intensive tests, rror
COdlng Lab tests, errors
errors

Compilers, Static analyzers, E R RO RS I N Something annoying

that causes systems

Manual code review, :
Automatic code generation SO FTWA R E to fail
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What are run-time errors?

» Also known as because they rarely manifest

directly and frequently
« Effects include crashes, unexpected software behavior

during testing and after deployment

Read access to
non-initialized data

Out-of-bounds array access

Concurrent access on shared
data

Dereferencing through null or

out-of-bounds pointers

Copyright © 2007 by TeraSoft, Inc.

Incorrect computation
Overflow, underflow
Division by zero
Square root of

hegative value
lllegal type conversion

Unreachable code

And more...
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PolySpace Products Formal method.

. Abstract Interpretation
For hand-written code

gtatic woid Pointer Arithmetic )

{ ks
int tah[l00];
int i, *p = tah;

 Green T ta . .
for(i = 0; i < 100; i+, p+t)

reliable p o= 0

if(get bus statusi() > 0)

{
if(get oil pressure() > 0)

< Red fp o= 5; f% Dut of bounds */

else

faulty ks

/
i = random int():

if (randow int(]] #(p-i) = 10;

D O0O<<O-="T

if (0<i && i<=100)

Orange {p=p-i;
*p = 52 A% Safe pointer access %/

unproven ;
'

MATLAB&SIMULINK
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PolySpace Products

For modeling tools and automatic code generation

PolySpace results on generated code are traced back to the model.

=] riwdemo_asap2 *
File Edit

Oz &

Wiewy  Simulation  Format

Toals

5 43

| Nnrmav -

Help

4 10.0 i

O+

[

: "!

demonstrates ASAPZ data export.
£
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ASAPZ 15 a data definition standan
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File

\lySpace Viewer - C:\PolySpace resul
Tools  Windows  Help

; A ) - O sl E‘ &
% X P v T
Procedurim'ties i x

- rtwdemo_hyperlinks.c

37 A S3um: '<RoodxfSum' ing
3G * UnitDelay: '<Root>~]
39 wF

40 reh_Switch = (uints T) (1
41

432 /% RelationalOperator: |
43 rth_RelOpt = (rth_Switcl
44

45 A% Outport: ' <Root>S0ut
46 rtY.out = rth Reldpt:

47

45 f% Switch: '«<Root»/Swit
49 if{rth Belopt) {
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How to prove that no error occurred?

Verifyingx = x / (x - vy)

= Potential run-time errors:
* Are x and vy initialized?
« Could a division by 0 occur?
« Could there be an underflow or overflow on *-’, /" or ‘=* ?

The following slide focuses on the check for division by 0.
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Executing All Test Cases

1 2 inputs: INT on 32 bits

How many possible test cases?
1 file

.. 232 x 232 = b4

If you execute 1,000 tests, it means you verify
0.000000000000005% of the possible executions.

Usable for finding (functional) bugs...

‘ ...but not effective for run-time error
verification
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No execution
No simulation

No test cases to write
Verifying x =/x / (x - vy)
y=X

Abstract interpretation

X
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What color is your code today?

How do you prove code correctness7
TO + 3 months TO + 6 months

I =) I-) I )
@Q

c c
= =
Statl g 2 Nothing proven
S | mm) | S
analyzers
===
0% proven
reliable //' - N /,F—-‘ Required for functional testing...

...not suitable to prove code
correctness
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Component Verification

Design @ Code
Textual
Requirements
Executable

Specification

Design Verification Code Verification
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Polyspace provide code reliability

Formal verification

@ Auto code R
generation or
hand code

\ detection )

4 )

File base or

project base

verification
Q

Coding rule
Compiler warning ~ code matrics
v v Polyspace Bug Finder™
/ : /
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Thank You For Your Attention
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